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Release Notes Version 2.2

Bkav:.. SOAR
Phan mém Piéu phai, tu dong hoa &
phan Ung an toan thong tin

Phan mém Diéu phdi an ninh, tw dong
héa va phan hoi - BkavPro Security
Orchestration, Automation & Response
(SOAR) cho phép co quan, t6 churc,
doanh nghiép thu thap dir liéu vé cac
moi de doa va ho trg xir ly cac su kién
bao mat cho déi ngli x{r ly s co trong
SOC

1. Quan tri hé thong

1.1. Quan ly van hanh
= Cho phép thiét lap, thay d6i, ap dung va hoan tac su thay d6i trong cau hinh hé théng.

List of organisations(5 of 5) -
o tings.
== =3
y
Filters *
B -
-
W ATTEC
;o
Name ¢ Created By ¢ Dates C.2 U ]
[ o inl
SA  Super Admin ch A

(C&u hinh hé théng cho toan bé té chic)

@ Admin ~ ° Super Admin

List of profiles

Name Permissions

admin manageAnalyzerTemplate  manageConfig  manageCustomField ‘manageProfile manageUser

analyst accessTheHivors | managehction | manageAlert manageCase managopage manageshare  manageTask #Edit  @Delete

org-admin accessThaHinFS| | managoAction | | managehlort manageCase ‘manageConfig ‘managoPage naget monagashore  manageTag

managelask  manageUser
read-only No permissions (ZEdit @Delete
sOCtierl TR @Edit  @Delete
BKav Corporation © 1995 - 2022 Profile information will be changed!
(Hoan tac thay doi hanh dong trong cau hinh)
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

My tasks 3  Waiting tasks 299  Aleris #5 Playbooks %) Reports L Dashboards  # Integrations Q Search

[Organisation] - bkav

bkav

i 03/04/23 10:35 % AMC| | Ban Congght | | Sharing-org

& User BEi Case Templates % Custom Tags © Management Log < Alert Connector € Session management € General

List session management (4) Canfigsession I INIE] v perpage
(m] User Name 5 IP Address 5 Created At 5 Last Access Status Actions
O manhvdb@bkav.com 172.21.0.5 06.04.23 14:16:00 06.04.23 14:16:41 m m
O manhvdb@bkav.com 172.21.0.5 06.04.23 14:13:00 06.04.23 14:13:53 m
(] test2@bkav.com 172.21.0.5 06.04.23 14:06:00 06.04.23 14:06:18 m m
(] demo@bkav.com 172.21.0.5 06.04.23 13:36:00 06.04.23 13:36:47 M m

(Cau hinh quan tri truy cap)

My tasks Waiting tasks 200 Aleris &8 E%Playbooks B Reports |ul Dashboards & Integrations Q, Search

[Organisation] - bkav

bkav

8 03/04/2310:35 % aMc Bancéngnght | Shaningorg

& User B Case Templates ¥ Custom Tags © Management Log @ Alert Connector 4 Session management & General

User List (14) Search

Status Login ® Full Name % Email & Profile $ Password API Key Created At Actions
com com g-admi Edit password [USY Revoke  Reveal 03/04/23 10:35 Zao
vietpdb@bkav.com soar vietpdb@bkav.com analyst Edit password Create AP Key 03/06/23 23:28 Faid
locbq@bkav.com LocBQ locbq@bkav.com g-admi e — — 03/13/23 9:10 Zam
testl@bkav.com Test-readonly testi@bkav.com read-only Edit password Create AP Key 03/08/23 11:06 #a m
test3@bkav.com test-Analyst test3@bkav.com analyst Edit password Create APl Key 03/08/23 11:07 @FaMm
demo@bkav.com AnTQ demo@bkav.com org-admin Edit password Renew 04/03/23 8:44 am
demo2@bkav.com 1 demo2@bkav.com org-admin Edit password Create API Key 04/03/23 9:26 Ef,‘ a m
userl@bkav.com 1 userl@bkav.com read-only Edit password Create AP! Key 04/03/23 9:56 af
test2@bkav.com Test-OrgAdmin test2@bkav.com org-admin Edit password Renew 03/08/23 11:06 &
tienlhc@bkav.com tienlhc tienlhc@bkav.com org-admin Edit password Renew 03/27/23 9:02 ad
demo3@bkav.com 1 demo3@bkav.com SO0Ctierl Edit password Create AP! Key 04/03/23 9:28 am
linhnvk@bkav.com Nguyén Van Linh linhnvk@bkav.com org-admin Edit password To 04/01/23 11:47 Fad
antq@bkav.com Trinh Quéc An antq@bkav.com org-admin Edit password Create AP Key 04/01/23 11:55 af
d dtc@bkav.com Duongd! ds dtc@bkav.com read-only Edit password Create APl Key 04/03/23 17:06 Fawm

(C&u hinh tai khoan xac thuc va phan quyén ngudi ding)

est OrgAdmin

= Todos @ Follows

1 Kidm tra Hash € »

Settings for [Sub-Playbook] Kiém tra Hash Malware (#6)

(Céu hinh kijch ban)
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

Mytasks @  Waiting tasks @ Alerts s Playbooks ports Lul Dashboards # Integrations  Q Search Settings.

Organization: bkav

&Users  @AnalyzersConfig  Anal pondersConfig Wb Responders

Available analyzer configurations (110)

Q  Filter configurations

Options Configuration Analyzers

Global Configuration

aute_extract_artifacts: extract artifacts from fullreport automatically

jobCache: . in minutes, i i 10

proxy_https url of htp proxy & Edit
‘proxy_https: url of https proxy

eacerts: certficate authorities

6
Options

XX X % X x

30)

2 AbuselPDB
v key: API key for AbuselPDB  Edit
Options
v days: Checkdor P Reports n the last X days (Defoult: 30)
AnyRun
3 X token: AP token
Options % privacy_type: P 3 blic,bylink bylink
X verify_ssl: Verify SSL centificate (Defoult: true)

# Edit

1 Autofocus

# Edit
Option % apikeys Autofocus APl key

1 Backscatterl0
 Edit
Option X key: AP key for Backscatterio i

(Céu hinh thanh phan tich hop)

= Cho phép thay d6i thai gian hé thong.

Configure system timezone

Timezone: America/Denver

Filter timezone

(O (UTC-11) Pacific/Midway
O (UTC-11) Pacific/Niue
(O (UTC-11) Pacific/Pago_Pago

() (UTC-10) America/Adak

O (UTC-10) Pacific/Honolulu

(O (UTC-10) Pacific/Rarotonga
O (UTC-10) Pacific/Tahiti

(O (UTC-9:30) Pacific/Marquesas
(O (UTC-8) America/Anchorage

O (UTC-9) America/Juneau

Cancel

CYBER SECURITY .
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

= Cho phép thay dai thai gian duy tri phién két noi

Mytasks @  Waiting tasks @3  Alerts @ | #% Playbooks [? Reports |l Dashboards 4 Integrations  Q, Search

[Organisation] - bkav

bkav

i 03.03.2320:35:18 % AMC | |BancCongNghi | Sharing-Org

i User B Case Templates W Custom Tags (O Management Log &2 Alert Connector 27 Session management 2 General

List session management (3) Search | 15 v perpage

-- Choose User --

Number of sessions Session duration in minute (max 4320 m)

o User Name 3 IP Address & Created At S Last Access & Status Actions
O test2@bkav.com 172.21.0.5 04/06/23 20:31 04/06/23 20:31 m o
] linhnvk@bkav.com 1 04/06/23 20:06 04/06/23 20:06 m o
] linhnvk@bkav.com 172.21.0.5 04/06/23 20:02 04/06/23 20:02 m i}

= Cho phép thiét lap, thay d6i cac tham sd gidi han dai véi két ndi quan tri tir xa (vi du: gidi han dia chi
IP, gidi han so phién két ndi quan tri tirxa dong thoi...)

My tasks ¥  Waiting tasks 290  Alerts ¥ Playbooks [) Reports |4l Dashboards ## Integrations Q| Search

[Organisation] - bkav

bkav

£ 03/04/23 10:35 % AMC | danCongNghe | Sharing.Org.

& User Ei Case Templates % Custom Tags © Management Log % Alert Connector & Session management o} General

List session management (4) Search 15 v perpage

-- Choose User -- v

Number of sessions. Session duration in minute (max 4320 m)
30 60
[m] User Name = IP Address = Created At5 Last Access & Status Actions
(] manhvdb@bkav.com 172.21.0.5 06.04.23 14:16:00 06.04.23 14:16:41 m m
J manhvdb@bkav.com 172.21.0.5 06.04.23 14:13:00 06.04.23 14:13:53 m m
O test2@bkav.com 172.21.0.5 06.04.23 14:06:00 06.04.23 14:06:18 M m
demo@bkav.com 172.21.0.5 06.04.23 13:36:00 06.04.23 13:36:47 m m

= Cho phép dang xuat tai khoan ngudi dung c6 phién két ndi con hiéu luc

Mytasks @  Waiting tasks @3  Alerts @ | 2% Playbooks [?) Reports Luil Dashboards ## Integrations Q, Search

[Organisation] - bkav

bkav
£ 03.03.2320:35:18 % AMC | Banconghghé | Sharing-Org

i User Bj Case Templates ¥ Custom Tags © Management Log 4 Alert Connector € Session management of General

List session management (3) | 5 v perpage

-- Choose User -- v
Number of sessions Session duration in minute (max 4320 m)
30 60 [BiSave
(] User Name & IP Address & Created At % Last Access 3 Status Actions

CYBER SECURITY
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

= Cho phép tim kiém dir liéu log bang tirkhda d€ xem lai

# Integrations  Q Search

& User [ CaseTemplates % CustomTags OManagementLog ~ ©f Alert Connector €% Sessionmanagement  ©f General

Log management list (2) mm QFiter  Search | 15 Perpage

CreatedAt CreatedBy P Type Log Description Result Result Description

04/02/23 20:59 admin@bkav.com 172.21.06 Servicestartand  reboot system true reboot o
stop

03/30/23 22:33 admin@bkav.com 172.21.06 Servicestartand  reboot system true reboot o
stop

= Cho phép xda log

My tasks @  Waiting tasks 203 Alerts agaPlaybaoks [® Reports  Lul Dashboards ¥ Integrations Q Search

First Previnusnz 3 &4 5 .. Next |last

CreatedAt CreatedBy P Type Log Description Result Result Description

04/06/23 20:31 test2@bkav.com 172.21.05 Loginand logout  Login successful true Logged in m

04/06/23 20:31 admin@thehive.local 172.21.05 Loginand logout  Logout successful true Logged out m

04/06/23 20:23 admin@thehive.local 172.21.05 Loginand logout  Login successful true Logged in m

04/06/23 20:02 linhnvk@bkav.com 172.21.05 Loginand logout  Login successful true Logged in m

04/06/23 3:58 linhnvk@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m

04/06/23 3:57 manhvdb@bkav.com - 172.21.05 System Access to cortex true Success m
ManhVDba configuration

04/06/23 3:46 manhvdb@bkav.com - 172.21.05 System Access to cortex true Success m
ManhVDba configuration

04/06/23 3:37 manhvdb@bkav.com - 172.21.0.5 System Access to cortex true Success o
ManhVDba configuration

04/06/23 3:34 manhvdb@bkav.com - 172.21.05 System Access to cortex true Success m
ManhVDba configuration

04/06/23 3:34 manhvdb@bkav.com 172.21.05 Login and logout  Login successful true Logged in m

04/06/23 3:34 manhvdb@bkav.com 172.21.05 Loginand logout  Login successful true Logged in m

04/06/23 3:24 manhvdb@bkav.com - 172.21.0.5 System Access to cortex true Success m
ManhVDba confisuration

= Cho phép xem thai gian hé thong chay tinh tir[an khdi dong gan nhat

1.2. Quan tri tirxa
= Swrdung giao thirc c6 ma héa TLS.

Corteate Viewer“pkavcom

Genersl | Details
[Organisation] - bkav Certiicate Hierarchy (ZOpeninnewwindow = Hide
bkav USERTrust RSA Certification Authority - Q
8 03/04/23 1035 % [AMC | @anCéngughg | SharingOrg Sectige RSA Domain Validstion Secure Server CA
T - i 345 Ned | Last
& User Bi Case Templates % Custom Tags @ Management Log o Ale  Cenificate Fields
+ Added by MankVDba Q@aday
*okavom = =
Log management list (794) avee 15~ Perpage = Task
Certficate id: ~81932460
Version _type: Task
Serial Number _createdAt: 1680686168137
Certficate Signature Algorithm title: Biéu tra cdc kénh két ndi bén ngodi
| group: [Detection and Analysis]
e | escapton: iy ocebonk e, st dorkwebforum, e
Valdity e théng tin lién quon vige 16 i théng tin
Createdat Createds: » : R ! status: Waiting
reate reatedBy ype | Hon flag olse
e order: 5
06.04.23 14:33:09 admin@thehive.local 1722105 Logit iif
Field Value extrallata: {}
06.04.23 14:32:20 test2@bkav.com - Test- 1722105 Syste PKCS #1 SHA-256 With RSA Encryption g =
OrgAdmin confl
oA + Added by ManhvDba Gaday
06.04.23 14:32:15 test2@bkav.com - Test- 1722105 Syste i} = Task
Orgadmin confl _id: ~163852424
: Export _type: Task
06.04.23 14:31:26. test2@bkav.com- Test- 1122105 Systeus e w prayn s ey o ereatedBy: manhvab@bkavcom
OrgAdmin configuration _createdAt: 1680686168132
title: Xic dinh pham vi dh héng
06.04.23 14:29:26 manhvdb@bkav.com - 1722105 System Access to cortex true Success ]

Rroup: [Detection and Analysis]

CYBER SECURITY .
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

= Tuwddng dang xuat tai khoan va hiy bd phién két ndi quan tri tir xa khi hét thai gian duy tri phién két
noi. Nguai dung truy cap vao hé thong khi da sir dung qua thai gian da cau hinh ngudng thai gian 1
phién truy cap thi sé tu dong dang xuat ra khoi man hinh dang nhap

My tasks 4@ Waiting tasks ‘293 Alerts &9 agiPlaybooks eports [l Dashboards # Integrations Q Search

%5 User Bi CaseTemplates W Custom Tags O Management Log &2 Alert Connector & Session management &£ General

List session management (3) | v perpage

-- Choose User -- R4l x Delete all sessions
Number of sessions Session duration in minute (max 4320 m)
30 60 Save

O User Name 3 IP Address * Created At $ Last Access ® Status Actions

[m] test2@bkav.com 172.21.0.5 04/06/23 20:31 04/06/23 20:31 o

[} linhnvk@bkav.com 131 04/06/23 20:06 04/06/23 20:06 m ﬂ

0O linhnvk@bkav.com 172.21.0.5 04/06/23 20:02 04/06/23 20:02 m

1.3. Quan ly xac thuc va phan quyén

= HO trg phuong thic xac thuc bang tai khoan - mat khau

SOAR

Sign in to start your session

Login j X

Password =

g tasks 29 Alerts &% Playbooks Dashboards #& Integrat Q Search

& User Bi Case Templates ¥ Custom Tags © Management Log 5 Alert Connector 4 Session management € General

User List (14) S
Status Login$ FullName $ Emails Profile 3 Password APl Key Created At Actions
com com  org-admin = renew TR 03/03/2320:35 Zam
vietpdb@bkav.com soar vietpdb@bkav.com analyst Edit password Create API Key 03/06/23 9:28 @ a m
lochq@bkav.com LocBQ locbq@bkav.com g-admi Edit password renew T 03/12/2320:10 @Fam
testl@bkav.com Test-readonly testi@bkav.com read-only Edit password Create API Key 03/07/23 21:06 @Zam
test3@bkav.com test-Analyst test3@bkav.com analyst Edit password Create API Key 03/07/23 21:07 @ad
demo@bkav.com AnTQ com g-admi Edit password Renew [T S — 04/02/23 19:44 @ a m
demo2@bkav.com 1 demo2@bkav.com org-admin Edit password Create API Key 04/02/23 20:26 @ a m
userl@bkav.com 1 userl@bkav.com read-only Edit password Create API Key 04/02/23 20:56 Zad
test2@bkav.com Test-OrgAdmin test2@bkav.com org-admin Edit password PR Cevoke  Reveal 03/07/23 21:06 Zam
tienlhc@bkav.com tienlhc ienlhc@bkav.com g-admil Edit password PO Cevoke  Reveal 03/26/23 20:02 @Zam
demo3@bkav.com 1 demo3@bkav.com SOCtierl Edit password Create APl Key 04/02/23 20:28 Fam
linhnvk@bkav.com Nguyén Vin Linh i com g-admi v renew T 03/31/23 22:47 @ad
antg@bkav.com Trinh Quéc An qt om g-admi Edit password Create API Key 03/31/23 22:55 E’f a m
om com d-only Edit password Create AP Key 04/03/234:06 Zaw

CYBER SECURITY .
- SOLUTIONS AND SERVICES BkaVPro



PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

= H6 trg phan nhém tai khoan tdi thi€u theo 02 nhém |a quan tri vién va ngudi dung thudmng véi nhimg
quyén han cu thé doi vai timg nhom

v' Hé théng da c6 tu dong chia san ra lam 2 nhém va quyén han cu thé ctia quan tri vién va ngudi
dung hé thdng va co thé tw déng tao / tuy chinh cac quyén han

v" Phan béi mau dé la vai trd quan tri vién va vai tro tuong img

v" Phan béi mau xanh la vai tro nguai dung théng thudng vdi vai tro tuong ing

& Admin ~ ° Super Admin

List of profiles

+New Profile

Name Permissions

admin manageconty managerattem o manageerofe manageuser

analyst accessTheivers  manageAcion  mamogedlet  mongeMalse  MndgeCsse  managedsenvable  ManagePage  manageFrocedure  manogesnare  managerask

org-admin acessThelivers  manageAcion  manageNent | mangenabyse  managecase manageconng manageroge - managstare  managemg  managetask  manageuser
read-only Nopermissions

SOCtierl managecase

1.4. Quan ly bao céo

= SOAR cho phép quan ly bao céo théng qua giao dién d6 hoa dap (mg cac yéu cau sau:.

= Cho phép tao mdi, xem lai va x6a bao cao da dugc tao.

Template History

List reports template (3)

Name of template

Mau Bao Cao

Mau bao cao

Hién thi s3 luidng canh bio a3 dudc loc dif lidu

Béo cdo hiéu ning

Hién thi cic théng s& thdng ké s5 lugng canh bao va tinh hudng trong khoang t

hdi gian cho truc

Template  History

List history generation report (608)

Hame Hame rey part

Bio cho st higng canh bio 43 Bdo cdo <6 ludng cinh bio 43 duge tinh chinh

Auige v
6

hinh 169546636891

X6absoclo 1600466368004 Xoa biocia

Bio cio hifu ning

43 Bao cho s lugng cin

Bio cio 55 igng canh bio 43 dude tinh chinh

QFiters JEACWEIEEE 15

(Zedit  @Delete

(ZEdit  @Delete

(ZEdit  @Delete

~ | perpage

Type Create by Schedule Dates C.U.
Performance C.06/15/23 10:42 & )
U. 06/15/23 10:42
Bdo cdo s6 lugng canh bao dd dugdc tinh chinh Performance ~ C.06/02/23 0:49 L T
U. 08/17/23 10:27
Performance v €. 05/30/23 15:52 » p o
U. 06/15/23 10:45
a
arims | [ 12+ perpepe
+ Added by Mgy Vie Link @ 17 minutes.
% PoLicy P Bind R
auest Outbound
Slle==n|z [ - s
i Status Send eman
© Success > N
© Success - s
© Sucorss - "
T — © Success - -
© Success = "
© Success - .
© Success & "
@17 minuten
& poLicy. OABY3 Bind Re
© Success - . auuest Outbound

Xsabsocla

CYBER SECURITY
SOLUTIONS AND SERVICES

Bkav*

BAO CAO HIEU NANG HIEU NANG HE THONG BkavPro SOAR

THONG TIN VE 16 CHUC/CA NHAN BAO CAG

cilo sy 6 (+) SOC BlavPro
ML dubing DUng Dinh Neh. Yén Hoa, Ciu Gidy, Ha Noi

THONG TIN VE CH0 QUAN HE THONG

o quan chil quén:

Tém b théing

HONG 56 CANi BAO

Téing 56 cinh b toag b
G

56 lurgug cdan hio 1 ooy

56 Tugng canh bio dugng
inh gi

O0h:m;30s

Bkav:.



PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

= Cho phép tao bao cdo mai theo cac mau béo cdo da duge dinh nghia trudc.

Template History

List reports template (3)

Name of template Type Create by Schedule
Mau Bao Cao Performance

Mau bao cao

Bdo cdo s6 lugng canh bao d3 dudc tinh chinh Performance ~

Hién thi 56 lugng canh bio d3 dugc loc dif ligu

Béo cdo hiéu ndng Performance N

Hién thi cic théng s5 théng ké 55 ludng canh béo va tinh hudng trong khoang t
hii gian cho trudc

~  perpage

Q Filters + New template 15

Dates C.U.

C. 06/15/23 10:42 # 2 0
V. 06/15/23 10:42

€.06/02/23 0:49

U.08/17/23 10:27

€. 05/30

/23 15:52 rs o

U. 06/15/23 10:45

= Cho phép ap dung cac quy tac tim kiém canh bao, su kién dé thém, loc, tinh chinh néi dung cho bao

cao.

B Source

DaB @

B XhEEE - QL E - aEe000Ce= K < Backto list
e ' Mau Bao Cao
BI USUXx L = v W= W E = M EO@MEZe0E©
s Homal ft -|em -|A-@- 2 Edit Schedule Customkey OEa
a
SolertCount)
$(CaseResolvecC/
SlcaseOpenCount}
S[CaseResotvedCount}
SlalertNewCount]

SialertimportedCount]

SicaseCount]

SipieChartTopL0TagsAlert}

SibarChartTop1oTagsCase]

SipieChartTop100bsCount]

= Cho phép Iva chon dinh dang tép tin bao cao xuat ra cac dinh dang sau: PDF, HTML

Download file report

= Cho phép tai veé tép tin bao cao da dugc xuat ra;.

Templasts  History

®
) _ P R - &
List history generation report (608)
Crporina = Newtolder
— A Hame o E
0 0 Osjects + Today (1
B Desiop Telegram Deskiop 112872023 259 P Fie felde
Hame Mame report [ Documenes - Earlier this year (3)
[ Lt sng 1701163854 B3 ol a1 5 = e felder
0 cio higu ning 54 Bo ciohigu ning D b it
17
= Pictures documant-masker
tost 17011523 tost B videwr

e Local Disk (C)
= Local Disk (D)
& Google Drve (6

Bio cio higu ning 1701131400
088

Bsio céo higu ning

o o Netmork -
B0 cio 56 Iong cénh biko d

i tink chinh 170110620006
N

Biocéos6 uong canh béo di e
i o B che g VTGRS Tt
Sove astype [POEFile pal

Xda bio cén 1701106200056 Xéa bdocio

~ Hida Folders

Bio cio higu ning 1701045000 o cdo higu ning

s.1127723 7130

& Ervor None
058 E.auzas e

Bio cio 36 ong cinh bio 43 Bio cio 38 Wong cinh béo 43 duse tink chinh A Ervor None
Auigc tinh chinh 170101950006

3

Xa bio céo 1701019600065 ¥éabocio s a7 030 & Error None

E.11127/23 0:30

CYBER SECURITY
SOLUTIONS AND SERVICES

7 Open innewwindow = Hide

Q
- @ [vywpaaviaum [Tym—
work] ET USER_AGENTS Go HTTP Client User-Agent
Fesals

Were

SOy linhek &bk com
A 1704 164281638
ricata

5
¥~ TCP*“communtty,_id":"1 COLrGShahb3SoRo
feral: I701164281634

¥
Posisazsi000

Cancel
e
customFields: [f
cbservableCount: o
eatraData: [}
alortAssignos: [“lintumki@bkav.com™]

+ uddod by Mgsapd Vi Linh @t socends
& USER.

_id: -2773072

type: Alert

<reatedBy; finhawkiRbkav.com

Bkav:.



PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

= Cho phép dat lich gtri bdo céo dinh ky t6i email dugc cau hinh.

Edit report template

Name of template % Bdo cdo s6 lugng canh bdo da dugc tinh chinh

Type %k Performance

Description % Hién thi 6 lugng canh béo da duoc loc dif g

Time frame % Last Year

Schedule Yes | No

© Allows generation of reports from time to time

Email % com % com X Addaemail

Repeats % @ Daily (O Weekly (O Monthly

00:30 v

cancel

= Cho phép tao bao cao hiéu nang hoat déong cia SOAR thong qua t6i thiéu 02 théng s6 sau: thai

gian trung binh d& xac nhan maot su ¢ an toan thong tin, thoi gian trung binh dé xir ly mét sw cé an
toan théng tin ké tir liic xac nhan.

81 Source D2EaR @@ & - Qb H EEODOD = o € Back to list
B e g Mau Bao Cao

BIUSH D¥»[¢T vy EEEE|ILE e N E@EO0TO

Syies - Fema - Pl - See - A-@- K G ? Edit Schedule CustomKey DE

T30 5 tinh hubng g é thiag

Q  average

Thér gian trung binh x5 1§ sur cb

sitimeAverageCaseCount]
[Thei gian trung binh xc nhan =y c&

SitimeAverageAlentCount]

SlaverageTimeHandielncident]

= 1b0B2501-cTOF dadf 98a7 46633911506

Bkav’

[TGng 56 tinh huGng trong hé thong
Thoi gian trung binh xF1§ sU 6
[Théi gian trung binh x4c nhdn sy c§

= Cho phép tao bao cdo hiéu qua cong viéc cla timg ngudi tham gia xr ly canh bao théng qua toi

thi€u 02 théng sd sau: sd lugng canh bao dugc xur ly trén méi ngudi, s6 lugng canh béao dugce xur ly
dang han trén moi nguoi.
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2. Kiém soat loi
2.1. Bao vé cau hinh

= Trong truong hop BkavPro SOAR phai khai dong lai do c6 16i phat sinh (ngoai trir 16i phan cimg), hé
théng van dam bao céc loai cau hinh sau ma dang dugc ap dung phai duoc luu lai va khong bi thay
d6i trong [an khdi dong ké tiép: Cau hinh hé thong, cau hinh quan tri tir xa, cau hinh tai khoan xac
thuc va phan quyén nguoi dung, cau hinh thu thap canh bao, cau hinh kich ban, cau hinh thanh
phan tich hop

2.2. Bao vé dir liéu log, canh bao, tinh huéng va bang chimg

= Trong truong hop BkavPro SOAR phai khéi dong lai do c6 16i phat sinh (ngoai trir 16i phan cing), hé
thong van dam bao dir liéu log, canh bao, tinh huéng va bang chimg da dugc luu lai phai khong bi
thay dai trong lan khai dong ké tiép

2.3. Dong bo thoi gian hé thong

= Trong truong hop BkavPro SOAR phai khai dong lai do c6 16i phat sinh (ngoai trir 16i phan cing), hé
thong dam bao thai gian hé thong phai dugc dong bo tu dong dén thoi diém hién tai

3. Chure nang vé Log
3.1. Log quan tri hé théng

= BkavPro SOAR cho phép ghi log quan tri hé théng vé cac loai sukién sau:

o Dang nhap, dang xuat tai khoan

Mytasks @  Waiting tasks @3  Alerts @ | g% Playbooks () Reports il Dashboards  ## Integrations Q, Search

[Organisation] - bkav

bkav

& 03/03/2320:35 % aMc | | sanconghghé | Sharing-org

& User B CaseTemplates ¥ Custom Tags © Management Log @ Alert Connector ©f Session management o General

Log management list (842) m QFiler  Seach | 15 v Perpage
First  Previous n 2 3 4 5 .. Next Last
CreatedAt CreatedBy P TypeLog Description Result Result Description
04/06/23 20:37 test2@bkav.com 172.21.05 Loginand logout  Login successful true Logged in o
04/06/2320:37 admin@bkav.com 1722105 Loginand logout  Logout successful true Logged out o
04/06/23 20:36 admin@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in o
04/06/23 20:36 test2@bkav.com 1722105 Loginand logout  Logout successful true Logged out o

CYBER SECURITY .
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= BkavPro SOAR cho phép ghi log quan tri hé théng vé cac loai swkién sau:

o Xac thuc trudce khi cho phép truy cap vao tai nguyén, sir dung chirc nang ctia hé thong

My tasks %@  Waiting tasks 293 Alerts &% Playbooks eports Ll Dashboards ¥ Integrations Q Search

[Organisation] - bkav

bkav

£ 03/03/2320:35 % AMC | BanConghghé | Sharing-Org

& User B Case Templates ¥ Custom Tags O Management Log % Alert Connector <% General

W Delete QFilter = Search 15

€ Session management

Log management list (842) - perpage

First Prekusn 2 3 4 5 .. MNext |Last

CreatedAt CreatedBy P Type Log Description Result Result Description

04/06/23 20:37 test2@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in o
04/06/23 20:37 admin@bkav.com 172.21.0.5 Login and logout Logout successful true Logged out ﬁ
04/06/23 20:36 admin@bkav.com 172.21.0.5 Login and logout Login successful true Logged in m
04/06/23 20:36 test2@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out ]ﬂ
04/06/23 20:31 test2@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m
04/06/23 20:31 admin@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out m
04/06/23 20:23 admin@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in o
04/06/23 20:02 linhnvk@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in o
04/06/23 3:58 linhnvk@bkav.com 17221.0.5 Loginand logout  Login successful true Logged in o
04/06/23 3:57 manhvdb@bkav.com - 172.21.0.5 System Access to Integration true Success m

ManhVDba configuration

o Ap dung, hoan tac su thay ddi trong cau hinh hé théng, cau hinh quan tri tir xa, cau hinh tai
khoan xac thuc va phan quyén nguoi dung, cau hinh thu thap canh bao, cau hinh kich ban

s Playbooks

[Organisation] - bkav

bhay

02.032220:35:18 % [AMC | BanConghight| | Sharing.Org

& User Bi Case Templates % Custom Tags © Management Log 3 Alert Connector © Session management o General
Log management st 2 e s s v pernm
CreatedAt CreatedBy P Type Log Description Result Result Description
04/02/23 20:50 admin@bkav.com 1722106 Service start and stop reboot system true reboot i
03/30/2322:33 admin@bkav.com 1722106 Service start and stop reboot system true reboot o

Bkav Corporation © 1995 - 2022

|

o Kich hoat Iénh khdi déng lai, tat hé thong

My tasks @@  Waiting tasks 293  Alerts &2 EgsPlayb(mks B Reports |l Dashboards # Integrations Q Search

ik User

B Case Templates W Custom Tags OManagemem Log 95 Alert Connector o General

o Session management

Log management list (2) + perpage

=

CreatedAt CreatedBy P Type Log Description Result Result Description

04/02/23 20:59 admin@bkav.com 172.21.0.6 Service start and reboot system true reboot m
stop

03/30/2322:33 admin@bkav.com 172.21.0.6 Servicestartand  reboot system true reboot m
stop

- CYBER SECURITY
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= BkavPro SOAR cho phép ghi log quan tri hé théng vé cac loai swkién sau:
o Thay d6i thd cong thoi gian hé thong

My tasks 4  Waiting tasks 203 Alerts #5 Playbooks  [?) Reports il Dashboards ¥ Integrations Q) Search

[Organisation] - bkav

bkav

88 03/03/2320:35 % aMc | BanCéngNghé | Sharing-Org

& User Bi Case Templates ¥ Custom Tags (O Management Log 7 Alert Connector

%2 Session manag t %6 1

LOg management list (2) m Q Filter Search 15 ~ Perpage

Result
CreatedAt CreatedBy 1P Type Log Description Result Description
04/06/23 1:54 admin@bkav.com  172.21.0.5 System Change setting true m
configuration timezone
04/02/23 20:34 admin@bkav.com  172.21.0.6 System Change setting true m
configuration timezone

= BkavPro SOAR cho phép ghi log quan tri hé théng bao gém céc trutng théng tin sau:
o Thai gian sinh log (bao gom nam, thang, ngay, gio, phut va giay)

My tasks #  Waiting tasks 299 Alerts #5 Playbooks () Reports Ll Dashboards ## Integrations Q. Search

[Organisation] - bkav

bkav

i 03/03/2320:35 % [AMC | BancOngNghi | Sharing-org

& User Bi Case Templates ¥ Custom Tags ® Management Log ©F Alert Connector 0 Session management o General

Log management list (839) 1 Delete m QFiter  Search | 15 w Perpage
Enter search text Q Search

First  Previous n 2 3 4 5 .. Next |last

CreatedAt CreatedBy 14 Type Log Description Result Result Description

04/06/23 20:37 test2@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in i
04/06/23 20:37 admin@bkav.com 172.21.05 Login and logout Logout successful true Logged out m
04/06/23 20:36 admin@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m
04/06/23 20:36 test2@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out o
04/06/23 20:31 test2@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m
04/06/23 20:31 admin@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out m
04/06/23 20:23 admin@bkav.com 172.21.0.5 Login and logout Login successful true Logged in m
04/06/23 20:02 linhnvk@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in i}
04/06/23 3:58 linhnvk@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in ]ﬂ'
04/06/23 3:37 manhvdb@bkav.com - 172.21.0.5 System Access to Integration true Success m

ManhVDba configuration
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Login and logout Login successful true Logged in m

CYBER SECURITY .
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= BkavPro SOAR cho phép ghi log quan tri hé théng bao gém céac trudng thong tin sau:

o Dia chi IP hodc dinh danh ciia may tram

My tasks ®  Waiting tasks @9

& User Bi Case Templates ¥ Custom Tags

Log management list (839)

Enter search text

CreatedAt

04/06/23 20:37

04/06/23 20:37

04/06/23 20:36

04/06/23 20:36

04/06/23 20:31

04/06/23 20:31

04/06/23 20:23

04/06/23 20:02

04/06/23 3:58

04/06/23 3:37

04/06/23 3:34

04/06/23 3:34

04/06/23 3:24

CreatedBy
test2@bkav.com
admin@bkav.com
admin@bkav.com
test2@bkav.com
test2@bkav.com
admin@bkav.com
admin@bkav.com
linhnvk@bkav.com
linhnvk@bkav.com

manhvdb@bkav.com -
ManhVDba

manhvdb@bkav.com
manhvdb@bkav.com

manhvdb@bkav.com -
ManhVDba

Alerts % Playbooks

Reports

© Management Log ©f Alert Connector

Dashboards ¥ Integrations Q Search

€ Session management

First  Previous n 2 3 45| .| Net | Last

P

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

172.21.0.5

Type Log

Login and logout
Login and logout
Login and logout
Login and logout
Login and logout
Login and logout
Login and logout
Login and logout
Login and logout

System
configuration

Login and logout
Login and logout

System

configuration

Description
Login successful
Logout successful
Login successful
Logout successful
Login successful
Logout successful
Login successful
Login successful
Login successful

Access to Integration

Login successful
Login successful

Access to Integration

o General

Result

true

true

true

true

true

true

true

true

true

true

true

true

true

o Dinh danh cta tac nhan (vi du: tai khoan nguoi dung, tén hé thong...)

My tasks 4@  Waiting tasks 293 Alerts

4 User B CaseTemplates % Custom Tags

Log management list (839)

Enter search text

CreatedAt
04/06/23 20:37
04/06/23 20:37
04/06/23 20:36
04/06/23 20:36
04/06/23 20:31
04/06/23 20:31
04/06/23 20:23
04/06/23 20:02
04/06/23 3:58

04/06/23 3:37

04/06/23 3:34

CYBER SECURITY
SOLUTIONS AND SERVICES

=5 Playbooks

© Management Log &5 Alert Connector

CreatedBy 1P
test2@bkav.com 17221.05
admin@bkav.com 172.21.05
com 172.21.0.5
test2@bkav.com 172.21.0.5
test2@bkav.com 172.21.0.5
com 172.21.0.5
admin@bkav.com 172.21.0.5
linhnvk@bkav.com 17221.0.5
linhnvk@bkav.com 172.21.05
hvdb@bkav.com - 172.21.0.5
ManhVDba
manhvdb@bkav.com 17221.05

B =
First  Previous n 2 3 4

Type Log

Login and logout
Login and logout
Login and logout
Loginand logout
Loginand logout
Login and logout
Login and logout
Loginand logout
Login and logout

System
configuration

Loginand logout

Reports |l Dashboards ## Integrations Q Seal

& Session management

S | - Next  Last

Description
Login successful
Logout successful
Login successful
Logout successful
Login successful
Logout successful
Login successful
Login successful
Login successful

Access to Integration

Login successful

o General

Result Description
Logged in

Logged out

Logged in

Logged out

Logged in

Logged out

Logged in

Logged in

Logged in

Success

Logged in
Logged in

Success

Result

true

true

true

true

true

Result Description
Logged in

Logged out

Logged in

Logged out

Logged in

Logged out

Logged in

Logged in

Logged in

Success

Logged in

15

15

v

v

per page

BB 88 8888 8 8

BB 8

per page

B B85 85888 88 8 8
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= BkavPro SOAR cho phép ghi log quan tri hé théng bao gém céac trudng thong tin sau:

o Théng tin vé hanh vi thuc hién (vi du: dang nhap, dang xuat, thém, stra, xda, cap nhat, hoan tac...)

My tasks 40w sks 203 plerts ® | 55 Playbooks Dashboards #& Ini Q Search

& User Bi Case Templates % Custom Tags © Management Log %5 Alert Connector & Session management 0% General

Log management list (839) -Expod QFiler  Seach 15 w Perpage
Enter search text m

First  Previous n 2 3 4 5 .. Next Last
CreatedAt CreatedBy (14 Type Log Description Result Result Description
04/06/23 20:37 test2@bkav.com 172.21.0.5 Loginand logout Login successful true Logged in m
04/06/23 20:37 admin@bkav.com 172.21.0.5 Loginand logout | Logout successful true Logged out W
04/06/23 20:36 admin@bkav.com 172.21.0.5 Loginand logout Login successful true Logged in m
04/06/23 20:36 testz@bkav.com 172.21.0.5 Loginand logout | Logout successful true Logged out m
04/06/23 20:31 test2@bkav.com 172.21.0.5 Loginand logout Login successful true Logged in m
04/06/23 20:31 admin@bkav.com 172.21.0.5 Loginand logout | Logout successful true Logged out ﬂ
04/06/23 20:23 admin@bkav.com 172.21.0.5 Loginand logout Login successful true Logged in m
04/06/23 20:02 linhnvk@bkav.com 172.21.0.5 Loginand logout | Login successful true Logged in W
04/06/23 3:58 linhnvk@bkav.com 172.21.0.5 Loginand logout Login successful true Logged in m
04/06/23 3:37 manhvdb@bkav.com - 172.21.0.5 System Access to Integration true Success o
ManhVDba configuration
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Loginand logout | Login successful true Logged in o
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Loginand logout | Login successful true Logged in m
04/06/23 3:24 manhvdb@bkav.com - 172.21.0.5 System Access to Integration true Success o
ManhVDba configuration

o K@t qua thuc hién hanh vi (thanh c6ng hoac that bai)

g tasks 203 Alerts a‘sPIaybooks [ Dashboards ¥ Integrations Q Search

& User Bi Case Templates % Custom Tags GManagementLog @5 Alert Connector ©7 Session management ©f General

Log management list (839) QFiter || seach | 15
Enter search text m

First  Previous n 2 3 4|5 .. Next .Last

CreatedAt CreatedBy P Type Log Description Result Result Description
04/06/23 20:37 test2@bkav.com 172.21.0.5 Login and logout Login successful true Logged in
04/06/23 20:37 admin@bkav.com 172.21.05 Login and logout Logout successful true Logged out
04/06/23 20:36 admin@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in
04/06/23 20:36 test2@bkav.com 172.21.05 Login and logout Logout successful true Logged out
04/06/23 20:31 test2@bkav.com 172.21.0.5 Loginand logout Login successful true Logged in
04/06/23 20:31 admin@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out
04/06/23 20:23 admin@bkav.com 172.21.0.5 Login and logout Login successful true Logged in
04/06/23 20:02 linhnvk@bkav.com 172.21.0.5 Login and logout Login successful true Logged in
04/06/23 3:58 linhnvk@bkav.com 172.21.05 Login and logout Login successful true Logged in
04/06/23 3:37 manhvdb@bkav.com - 172.21.05 System Access to Integration true Success

ManhVDba configuration
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Login and logout Login successful true Logged in
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in
04/06/23 3:24 manhvdb@bkav.com - 172.21.05 System Access to Integration true Success

ManhVDba configuration
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= BkavPro SOAR cho phép ghi log quan tri hé théng bao gém céac trudng thong tin sau:

o Ly do giai trinh d6i v&i hanh vi that bai (vi du: khéng tim thay tai nguyén, khong du quyén truy
cap..)

Mytasks ®  Waiting tasks @3  Alerts @ | 2 Playbooks Dashboards ## Integrati Q Search

& User Bi Case Templates ¥ Custom Tags @Managemen(Log ©f Alert Connector & Session management ©f General

Log management list (839) -Export QFilter  Search 15 v Perpag
Enter search text

First = Previous - 2 (3 |a|s| | Nt | Last
CreatedAt CreatedBy P Type Log Description Result Result Description
04/06/23 20:37 test2@bkav.com 172.21.05 Login and logout Login successful true Logged in m
04/06/23 20:37 admin@bkav.com 172.21.0.5 Login and logout Logout successful true Logged out m
04/06/23 20:36 admin@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in o
04/06/23 20:36 test2@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out o
04/06/23 20:31 test2@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m
04/06/23 20:31 admin@bkav.com 172.21.0.5 Loginand logout  Logout successful true Logged out m
04/06/23 20:23 admin@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m
04/06/23 20:02 linhnvk@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in m
04/06/23 3:58 linhnvk@bkav.com 172.21.05 Loginand logout  Login successful true Logged in o
04/06/23 3:37 manhvdb@bkav.com - 172.21.0.5 System Access to Integration true Success m
ManhVDba configuration
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in ﬁ
04/06/23 3:34 manhvdb@bkav.com 172.21.0.5 Loginand logout  Login successful true Logged in ﬂ
04/06/23 3:24 manhvdb@bkav.com - 172.21.0.5 System Access to Integration true Success o
ManhVDba configuration
04/06/23 3:17 manhvdb@bkav.com - 172.21.0.5 System Access to cortex true Success m
ManhVDba configuration

3.2. binh dang log

= BkavPro SOAR da thuc hién thanh cong viéc chuan hoa log theo tdi thi€u 01 dinh dang da duoc
dinh nghia trudc dé truyén dirliéu log cho cac phan mém quan ly, phan tich, diéu tra log

3.3.Quan ly log

= Cho phép thiét l1ap va cau hinh cac cai dat lién quan dén luu trir va hidy bo log (vi du: ngudng gidi
han dung lugng luu trir, khoang thoi gian luu trir...)

W User B CaseTemplates % CustomTags  OManagementlog  © AlertConnector  Of Sessionmanagement  ©F General

Ui Configurations Server status
Hide Empty Case button [0 Check this to disallow creating empty cases Name Ip Status Last run time
Marge alerts into closed cases [ Check this to disallow merging alerts into closed cases. nginx 172.21.0.5 running 01/20/703:52
Select the default filter of alert case None v playbook 121909 runaing 01/20/703:52
simitarky panel report 172.19.0.8 running 01/20/703:53
" A Dy
Time Zone mericalBenver cortex 172.19.0.6 running 01/20/703:52
Define the default date format used to DD.MM.YY HH:mim:ss tm 17219.0.7 running 01/20/703:52
display dates - R
e cassandra 172.19.0.2 running 01/20/703:52
More examples:
VYYY-MM-DD HH:mm results in 2023-04-06 20:59 mysal 172.19.04 running ol/201103:52
DO/MM/VYYY HH:imm results in 06/04/2023 20:59 . _
pegachbbtpty mongodb 172.19.0.5 running 01/20/703:52
MM-DD-YYYY HH:mm:ssZ results in 84-06-2023 20:59: 24-06:00 slasticasarch 172.19.0.3 running 01/20/703:52
dd, MMM Do, YYYY H:mm Z results in Th, Apr 6th, 2023 20:59 -06:00
For more details about the format click here portainer_sgent 1121102 runnieg 2079348
Config SLA Alerts and Cases Removing Logging Threshold
SetSLAby [ I Login and logout 2 Day
severity
Resaurce Access 2 Day
SetupSlAinalert 1 Days 0 Hours 3 Minutes
Service start and 2 Day
SetupSlAincase O Days 0 Hours 5 Minutes stop
System 2 Day
configuration
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3.3. Quan ly log (tiép)

= Cho phép tim kiém log theo tir khda trén tat ca cac truong thong tin bao gom ca cac trudng thong tin
cap thap hon (néu cd)

Mytasks @  wartingtasks B9 Aters ® | Fiplaybooks D Reports LM Dashboards  # integrations  Q Search

[Organisation] - bkav
010323203508 % (M) TEntiagN [ Samptn

® User B Case Templates % Custom Tags © Management Log ¢ Alert Connector ©F Session management o General

Log management list (1) [0 0w | oo TS o] e
| oo (s | mo |

CreatedAt CreatedBy w» TypeLog Description Result Result Description

oy admin@thebive Socal 122108 Servicestatandstop  reboctsystem troe reboot o]

= Cho phép xuat dir liéu log ra d€ phuc vu cho viéc tich hop céc dir liéu nay vao SIEM hoac giai phap
khac vé quan ly, phan tich, diéu tra log

[Organisation] - bkav

W 030323203518 M) ectgn (Siwgon

¥ User B CoseTemplates % CustomTags  OManagementlog  ©F AlertConmector  OF Sswionmanagement  OF General

Log management list (1) mE Qe Sewch 15 v Perpage
e
et [t | o |

Crastedht CreatedBy » Type Log Deseription Resalt Result Deseription

03/30/23 2233 admin@thehive local 1122108 Service start and stop reboot system troe reboot o

4. Hiéu nang xtr ly

1. DO tré thai gian phan hoi cac yéu cau truy van dir liéu thap

= BkavPro SOAR dam bao dd tré thai gian tim kiém log, canh bao va tinh huéng vai do phirc tap bat ky,
¢6 phan hoi trong khoang thoi gian toi da 1a 01 phat

4.2. Thu thap dong thoi nhiéu canh bao

= BkavPro SOAR cho phép thu thap, xtr ly va luu trir dir liéu déng thoi toi thiéu 100 canh bao trong
khoang thoi gian 1a 01 phat

Sovwrity$ Statwe s Mosds  Tiie Vae  Types  Sowd Notervnce 8 Obwervables Oatr 0.+ €.3 .8

3 = k) huargond (1w por . Uit ! 0. 03/30°33 100
C = 100) harged frww pert[jie feass 1 0, 08/30053 30
"2 = targd (e et Missh 1 ©, 03736423 14140 &
| =2 - anie 1 0. 0874V 13100 o
2 = v - earer o ”
o =3 yanged irwm poct @eee ' 6. manas 1nn -
2 = - wrosar | e.omemium
| =2 = - et o 1 =

Syt A v
i i o
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

5. Chirc nang diéu phoi xtr ly va giam sat

1. Diéu phdi xtrly canh bao

= Cho phép thiét lap cau hinh thu thap canh bao tlr cac giai phap an toan thong tin, cong nghé thong
tin khac (ban dau cac canh bao dugc gan trang thai la mai)

Mytasks @  Waitingtasks @ Alerts ® | 3% playbooks =) Reports il Dashboards ¥ Integrations  Q, Search

1filter(s) applied: | imported | false % Clear filters.

First Previous n 2 3 4 5 Next Last

Severity Dates 0.~ C.5

a8 s Status & Read®  Title #Case Type$ Source Reference * Observables U.%

O [ ] m m Software Protection service s None windows_eventlog  host 88fobe 1 0.03/31/238:12
cheduled successfully C.03/31/238:12
®
' beats_input codec_plain_applied
</> None
{SLA Is overdue at 7 days!

0 B 2 New Windows Service Create Wone:  windows_eventiog host aa7510 1 0.03/31/238:12
d C.03/31/238:12
®

{§ beats._input_codec_plain_applied

= Cho phép tim kiém cénh bao theo tir khéa trén tat ca cac truong théng tin ctia canh bao bao gém ca
cac trudng thong tin cap thap hon (néu co)

Mytasks ®  Waiting tasks #9  Alerts ® 5 Playbooks [ Reports |l Dashboards % It

List of alerts (5 of 75)

Search
Severity~  Status ¢ Reads  Title #Case  Typed  Source? Reference Observables Dates 0.3 C.2 U.3
o Faaro M) CISAgov- AR21.062A Mitigate Microsolt Exchange Server Vulnerabilities W) ISP misp sarver 13802 0 0.03/27/23 32
w [ ot [ tyocosa Event C.03/27/23 329
Neme U.03/2872
[ I - | R CISAgov- A21062A Exchange Server W, o c 0
@ [ s [ oo [ ot [ v (f s i
Nene. u.
Unknow SLA
0O @ E3 E)  CiSAgov-ARI0SA Exchange Server e ok pserve 5 o 0.03/26/2320:5
w [ v [ tocosivg €.03/26/23 20:5
Hne
w SLA
[ ] Ouphcans E=  csagov-A A Exchange Server wane abe misp serve 4 [}
[ Bovhe. [ ypecsnr
None
Unknow SLA
(] Turee E=S)  Cishsov-ARL-0624 2 ge Server Wvg)  ab sp server 3 0 0.0
w [ tows [ opoosmt o
Mome U.04/02/23 2358
Inknow SLA

= Cho phép luu trir va phan nhém canh bao theo céc tiéu chi khac nhau (vi du: mirc doé quan trong cua
canh bao, nguén gui canh béo...)

List filter

Name Create by

Bo loc theo Severity High test3@bkav.com & o
B4 loc theo Severity High

Bb loc theo Severity Medium test2@bkav.com s o
Bo loc theo Severity Medium

Cancel
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

5.1. Diéu phai xtr ly canh bao (tiép)

= Cho phép thuc hién xtr ly canh bao, trong dé bao gém t6i thi€u cac thao tac xr ly sau: cap nhat trang
thai x(r ly, cap nhat bang chimg thu thap dugc, cap nhat két qua xcrly

List of alerts (710l 75) 2 Open in newwindow == Hide
Search t " .
+ Added by Manhiob Oaday
= Task
& | mporied | e %
oo
Dates 0.v C.2 U.
Severity  Status® Reads  Title "Case  Types Source s =
i3 [ = | 55  Software Protection service s . window t ] «391a) 1 L USR]
cheduled soccesstully c
-
§ s s o o et
0ad
- -- | )  SofwareProtectionservices (W windows eventiog  host 21436 1 o¢ "
cheduled successtully ca
- =
§ b one o som s
e po
......

status: Woiting

= Cho phép cap nhat trang thai xtr ly canh bao, trong d6 bao gém t6i thiéu cac gia tri trang thai xr ly
sau: mdi, dang xtr ly, da xcrly

Change the alert status

Status ¥

Summary

cancel

= Cho phép cap nhat két qua xtr ly canh bao, trong dé bao gom tdi thiéu cac gia tri két qua xur ly sau:
canh bao that, canh bao gia

Change the alert status

CYBER SECURITY .
- SOLUTIONS AND SERVICES BkaVPro
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5.1. Diéu phoi xtr ly canh bao (tiép)

= Cho phép cap nhat bang chimg thu thap dugc, trong dé bao gém tdi thi€u cac thao tac sau: tai lén

tép tin bang chimg, nhap ndi dung text

Add attachment

= Cho phép xem lai lich sir x(r ly canh béao, trong d6 bao gém t6i thi€u cac trudng thong tin sau: thoi

diém thuc hién, ngudi thuc hién, néi dung thuc hién

Alert Preview Duplicate

n( 1SA.gov - AAZ1-062A Mitigats Micrasoft Exchange Server Vulnerabilities

00 - 102096557 B2 Date: 03/76/23 2055 @ Type: abc 1M Refecence: 4 @ Sourcs: misp server B SLA:
Basic Information
Tags § tewine [ tromosr
Description

Imported from NP Event 21311

Summaty

séhca

Assignee

vt e

Additional fields

No additional information hos beer specified

CYBER SECURITY
SOLUTIONS AND SERVICES

5 Upedaned by Test Orpadmen
&0

status: | Pndig

summary: sdv
C Updetnd by test Drgdmen
&0

status: |fRpta

summary- soveo

dateClose: 1680493356404
+ 280 by Ngayén Vin Lish
&0

\d: ~ 122896552

type Alert

_createdBy: linh

_treatedAt: 1679885713039

type: abc

SOURCR: Misp server

sourcefigt 4

description: (mported from MISP Event #13.

123761283651

eve
9865713030
tgs [ e [ tmecint
SLA: folse

satus: g

pape 2

waa folse

dote

customietas: [

observableCount: 0

alertAzugnes: [“Tinhnvik@bkav.com*)

11

O3dm

Ondm

Bkav:.



PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

5.1. Diéu phoi xtr ly canh bao (tiép)
= Cho phép thiét l1ap thai han x(r ly canh bao

Ui Configuration; "

Wide Empey Case button Check this to ditallom creating emgry cases Mame » Status Last run thene
Merge sherts into closed Check this to disallow merging slerts into ciosed cases youthul_kireh L PXTYEY runneg. 01/20/Te 352
canes
artex farR{E R running 0120/ x5
Saluct the detault ter of Hone v
yoen Mty 0112070 141
alart cave simitarity panel Lo . ¥
§ nginy 723108 running 01/20/78 353
TimsZeve America/Denver
repent mLise0s running oL20/70 51
Define the default date DOMM YY MHmne s
i m a0 runni QL/20/T0 351
farmat uced bo diaplay Aol gl s st g
More examples: wlasticsearch iT2i0.04 running oL20/T9 351
PYVYMM D0 i resalts bn 2625 040 02258 " P pouee arRresas
DO/MMYYYY HHmuim resles in o/04/ 2023 00 N o iz
DO MMYY M ss results In e os 1y
mongody manes rumning 8113070 351
MM DO VYYY Wil results in o4 ou. >
2:38:19:08.:48 cassandra masea Tunning 0L20/T8 351
G, AN Do, 1YY oo £ msults In o, A Wb,
ML 2406 -Beew partainer_agent 118103 runmng QL20/70 348
For more detaits sbost the format click here
Romoving Logging Threshold
ol and Case
Login sod 2 Day
Set SUA by B W gout
severity
Resource 2 Day
Setup SEA 1 Bays O Haury Accers
- whert
3 Mimater Service 2 Day
vt and
wop
Satup SLA o Pays o Hours
e 1
Systam 1 Day
: s configuration

= Cho phép xac dinh thoi gian xtr ly canh bao ¢ bi qua han hay khong

Mytasks Waiting tasks 38 Alerts % Playbooks () Reports Ll Dashboards & Integrations  Q, Search

First | Previous -) 3 4 5 Next |Last

Dates 0.3 C.3 U,
Severity~ Status$ Read Title # Case Types Source ¥ Reference 3 Observables 2

[ [ ] m Road CISA.gov - AA21-062A Mitigate None abe misp server 6 0 0.¢
Microsoft Exchange Server Vul {6
nerabilities V. 03/
‘l tpwhite . tYPeOSINT

I LA 15 overdue at 9 days) I

TnicPosRive Bl demo Hone demo demo demo 0
Y KN R

None

3t 9 days)
D [ o | EEZ)  Integrity checksum changed. None ossec host 147911 1 “
»
(§ boats_input_codec plain_applied
None
l {SLA 15 overdue ot § days) J
0  viow | =]  software Protection service s None wvindows_eventlog  host 8aadda 1
cheduled successfully
»

(l beuts_input_codec_plain_spplied

is overdue at 5 days)

O m m Windows Logon Success Nose windows_eventlog  host 87basa 1 “
®
] boats.input_codec_plain_ applied
None

SUA T Gverdue of 5 days

] [} =3 ST Integrity checksum changed. None 0558 hast e957aa 1
*®
] beats input_codec. platn applied.

None

LA 1S OVeTaUe 3T 5 GaYS]

@) m [ ow | ST System Auditevent. None ossec host 2d3fdb 1 0.03/31/238:12

CYBER SECURITY .
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5.1. Diéu phoi xtr ly canh bao (tiép)
= Cho phép ap dung thuc hién moét kich ban véi canh bao

Add playbook to Alert

IPS
O [Suuts-Paybook] Kidm tra |lash Malwars

[Sub-Playbook] K tra 1P Noi bd
Sub-Playbook] Lam gidu il liéu URL
[Sub-Playbook) Do file PCAP
{Playbook) Phin chés coing vits
Demo BOA |

Test

My workflow

5.2. Diéu phoi xtr ly tinh hudng
= Cho phép tao mét tinh huéng bang viéc nhém mat hoac nhiéu canh bao thanh tinh huéng dé (ban dau
céac tinh huéng dugc gan trang thai la ma)

& Dashboards  ## Integrations  Q Search

Mytasks ®  Waiting tasks 3@  Alerts @ | 5 Playbooks  [2) Reports

(] Case #89- NIST 800-1211ET SCAN Suspicious inbound Web Server

L ANTQ £503/29/23 3:54 (5 04/02/23 22:04 as True Positive with Impact @5days & 23cases & 1alert K 04/02/2322:04 % Sharing (0) | © Reopen W » Merge % Remove | & Responders
& Details = Tasks @ # Observables €) ko Recommend workflows £ TIPS < Graph oS Timeline Related Alerts ®
m Type: Alert-IDS({1) Source: IDS(1)
Reference $ Types Title s Source & Severity$ Attributes Date~
b6ef99 Alert-1DS ET SCAN Suspicious inbound Web Server DS D 2 03/29/230:32 @
“@ED
None

CYBER SECURITY Bk o
aVPro
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

5.2. Biéu phoi xtr ly tinh hudng (tiép)

= Cho phép tim kiém tinh hudng theo tir khoa trén tat ca cac truong thong tin cta tinh huéng bao gém
ca cac trutong théng tin cap thap hon (néu co)

3 Mytasks ®  waiting tasks @  Alerts @ 5 Playbooks () Reports L Dashboards  # Integrations  Q Search

List of cases (46 of 46)

Filters

x _updatedBy v Any Of ~ ex: Firsiname Lasiname

ters

Severity$  Details Assignees Dates S.v C.5 U.3$
N Suspicious inbound Web Server o Tasks 0 P
| wsteo21 [ v destiozssams [ scan Observables 3
5 o
+ isitive
{SLA Completed overdue § days)
B O seo-NisTao12111 [ ] 2 $.03/28/2313:17 &
@9days  w [ ustsoo1ar [ Mancal e : c.03 317
Jovssia u.o
3 TTF 0
LA 15 overdue 3t 9 days)
[ opn | B #139 - Sy cd: manhVDb test ] Tasks 1 4 S. oaosn ?:.15 o
Oaday W None 3 C.04/05/233:16
None
3 overdue 3t 21 hours TTPs o
28 - ET Malware COX-152 Detected ask 6
2 o = °
O3days @ ] ip dest102652161p cnc:185.142.236.35 matware Ot 3
None
TTF 0

ctdue 2t 3 days

= Cho phép luu trir va phan nhém tinh hudng theo céc tiéu chi khac nhau (vi du: mdc dé quan trong cla
tinh hudng, ngudn tao tinh hudng...)

List filter

Name Craate by

Tim kiém theo muc 48 Severity High test2@bkav.com
Tirn kidem theo mdlc 36 Severity High

CYBER SECURITY .
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

5.2. Diéu phoi xtr ly tinh hudng (tiép)
= Cho phép thuc hién xtr ly tinh hudng, trong d6 bao gém t3i thiéu cac thao tac x(r ly sau: cap nhat

trang thai xtr ly, cap nhat két qua xdrly

Close Case #138

0 You are about to dose Case #1138 Are you sure yoi want to continue ?

Status & True Posstive  Fabwo Positive | Indetarminate Other

B ! H

Cancel & Roquired field

= Cho phép cap nhéat trang thai xr ly tinh huéng, trong dé bao gom t6i thi€u cac gia tri trang thai xur ly
sau: md, dong

List of cases (47 of 47)

Status 8 # Number ® Ticle Severity?  Detalts Assignee®  Dates 5.+ C.2 L2
ea | o iz adgicin: 3 - 0 85399033 554 &
Osdoys | w i smmzecns o8 st [ esmniem s — 3 SO

- e "
Sioeed st D753 24 = e Pavits
(VA Conngteted mrercter § dops]
o F 0 WIST 090 5aT1 1 [+] & T 3 S 933NN 1331 °
bl T —— G BRI 18T
Osdsy | & wirasind [ s " R A
s
o 3 - b
3 w1 ] ' @ 8 s40an2 °
Duahouns | [ i a0 00 100 pee 0 0 13 48 mabkann ’ %
u
0
14 b
L S 1
(=] o < o
24 . o
m | = : | o Ty seemszmam o
Qadeys | [ 5 SeUOLERIIN, FLEN 50 T bt ‘ R
T (4]
« 0 0 20
[ | 2 LT EY Mwiatn COX 12 Otwetnd o )ik ' @ 5040233 1301 o
Bidap | [ uosein i i s b = hoi
u
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5.2. Diéu phoi xtr ly tinh hudng (tiép)

= Cho phép cap nhat két qua x(r ly tinh huéng, trong dé bao gém t6i thi€u cac gia tri két qua xtr ly sau:
phat hién dung, phat hién sai

= Cho phép xem lai lich str x(r ly tinh hudng, trong d6 bao gém tdi thi€u cac trudng théng tin sau

Close Case #139

© You are about to dlose Case #139. Are you sure you want to continue 7

Status %

TruePositive | False Positive  Indeterminate  Other

© Investigation clearly demonstrates that there is something malicious (scam, phishing, maispam, mal

Cancel

Impact %

Summary %

% Required field

T

Yes | No

© Something altered availability, integrity or confidentiality

B s v e om oo o« o [CEEE

Close summary

diém thuc hién, nguoi thuc hién, ndi dung thuc hién

: thoi

L MantivDne Meas23 s Oaday Katkes

B Detaits = o @) # Cbservabies O

Basic Information

Title S D0 %
Severity (#]

w =

L ==
Assignee MamtiWOLS

Date $4/05723 11
Tags

Description

Qury trinh i tra ¢ S o 1 aden st

CYBER SECURITY
SOLUTIONS AND SERVICES

B Recommend workflows

£,

< Grph

£ Timetine

* Adted by Gotees
£t
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PHAN MEM PIEU PHOI, TU PONG HOA & PHAN UNG AN TOAN THONG TIN BKAVPRO SOAR

5.2. Diéu phoi xtr ly tinh hudng (tiép)
= Cho phép thiét 1ap thai han x(r ly tinh hung

Ji Configuration
Mide Fpty Case bettan Check the 2 dialiow creating snpty <sses Name » Status Last run tine
Merge alerts into cloved Check thes 80 drssllow merpg sborts iosn chened cases cortex mana? runnmg o170 182
casn
playbost 1111809 runn=g 03/39/70 3:91
Select the dafault filter of Morn v
ox maies runnag 012970 3:51
alert Case wemtidarity panel o~
i Ssalasiuner report JLERTEYY rummmy 01/20/70 3:51
tom MLI04 rnneg 012970 %51
Define the default date OO MAMYY MMt mm s
tormat used te ispliy dotes B ol e slasticvearch P RTYYY g Q1720770 3:51
Mare exampiec wyral 123803 Tunnog 01/29/70 351
VIVEAN DO Mi: e results in 2001 04 0w 03:42
VMY Wt pesuilts I Gn/08/ 2025 mangodh ITLI0S runsiag 012970 381
ODMCYY N trmmvess revalks e 04043 &s€3:3 casandrs 13003 rumneg 01/29/70 3:51
MMDDTVYY ibrumcss? results i o6 - 300)
RE147130.00:00 Pectainer_agent e runmag 01120070 248
5, MMM Do, YIVY Hom £ vesults i P, dpr 41
1003 222 -0%:0%
Remaving Logging Threshald
For moe dutails about the format cics here
Loginand 2 Day
nfi lerts and Case legout
Set SLAMy [ R Resourcy 2 Day
Severity Access
Setup SLA ' Days o MHoury Servae 2 Day
n atart Martand
3 Minutes “top
Sptem 2 Day
Set ° Days L Mounn
i configuration
i cane
s Minutes

B  waiting tasks ¥  Alerts ® | 3% Playbooks  [2) Reports | Dashboard:

List of cases (46 of 46)

e selecled » 'Y Quick Filters v m Management Fiiter Q + New Case <> Custom Fields | Stats Q Filters Search 5 v perpage
e poeious [l 2 3 0 wer taw

| Status® #Number$ Titles Severity$  Details Assignees Dates S.~ C.3 U.$
O m Bl #89- NIST 800-1211ET SCAN Suspicious inbound Web Server n Tasks 0 S.03/29/23 3:54 o
@5 days @ [ insci0z65215 [ ios [ nisTe00-121 [ ip_dest:10265.178 [ Scan Observables 3
U. 04/02
Wons TTPs 0

Cloced 20 00i00 02 22 04 o Toue Dogis

{SLA ot rdue
O  open | ] #60-NIST 800-1211 1 o A Tasks 2 S.03/28/2313:17 o
O9days [ mistsooiar [ Manwal e i C.03/28/2313:17

U, 04/02/23 22:06

TTPs 0
O m El #139 - Su c6: manhVDb test [ | Tasks 16 " S. 04/05/23 3:15 &
Oaday % None Observables 0 GO
| e | TrPs o
B  open | Bl #138-ET Malware COX-152 € [+ ] Tasks 6 3 S.04/02/23 22:34 o
O3days [ ip desti02652161p che85 14233635 malwore —— s €.04/02/23.20:34
# A U. 04/02/2322:35
one
TTPs 0
O m 137 - ET Malware COX-152 Detected n Tasks 6 T S. 04/02/23 22:33 o
O3days @ [ ip_dest:10.2.652161p_cnc:185.142.236.35 malware Obsarvabies 3 ‘ s
ke U. 04/02/2322:33
I SUA 15 OVErGuE 3t 3 8ays) 1 TTes 9
m E] #136-ET Malware COX-152 Detected n Tasks 6 Pt S. 04/02/23 22:31 o
©@3days - l Ip_dest:10.2.65.216 ip_cnc:185.142.236.35 malware Observables 3
None
NI TETE ¥ TTV— TTPs o
O m Bl #135- System Audit event u Tasks 3 T S.04/02/23 22:30 E-3
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5.2. Diéu phoi xtr ly tinh hudng (tiép)
= Cho phép ap dung thuc hién mét kich ban vai tinh hudng

Add playbook to case

© [Actions] Phan tich Hash

© NIPS

O [Sub-Playbook] Kiém tra Hash Malware
O [Sub-Playbook] Lam giau dif liéu URL

O [Sub-Playbook] Doc file PCAP

© [Playbook] Phan chia cong viéc

© DemoBDAL

© Test

© My workflow

Cancel

= Cho phép gan mot hoac nhiéu nguoi xtr ly cho tinh hudng

Bosts Bl @ 4 o * £ < Gaph < Timeine B
= Task

it - Joa0tny

List of tasks (60l 6)

Crevp Tak Date Asslgnes Actisas
oA sebun Y Tost OrgAdenn s 08
noL detwh Y Ti s v th (g 1 et 2> o0
N L detun Y 2T 2 »0
"L et T - w10 s> o0
v L detun \ b M2 tienihe CE
v L detun Ny v'm n S 083238 [ s> 0

5.3. Giam sat va phan tich su co an toan thong tin

= Cho phép hién thij théng tin truc quan thé hién mai lién két gilra cac déi tugng lién quan trong su ¢6 bang
duong di va kem thong tin cua lién két (néu cd), trong dé bao gém t6i thiéu cac doi tugng sau: dia chi IP,
dia chi email, tén mién

Mytasks ¥  Waitingtasks #®  Alerts @ %5 Playbooks ) Reports |l Dashboards ¥ Integrations Q Search

] Case # 138 - ET Malware COX-152 Detected

L Test-OrgAdmin £304/02/2322:34 O3days §23cases K 3days & Sharing (0) | ©Close M Flag »* Merge X Remove | & Responders

W Details ETasks @ A O © k-r d workfl £ 7Ps % Graph oS Timeline

New Connect

; From v T v
1915243013710

Connection

74a1cb467cc3c0ab3

. fom: 185 v To. 7431c v @
@) &

185142236 35

From: 10 v To: 1851 v @
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5.3. Giam sat va phan tich suw ¢6 an toan thong tin (tiép)

= Cho phép xem dong thoi gian cua cac su kién trong su ¢g, trong d6 bao gém t6i thi€u cac truong
thong tin sau: thoi diém xuat hién, ndi dung, cac déi tugng cé lién quan (néu cd), cac bang chimg thu
thap dugc (néu co)

Caso ¥ 5% - NIST 800 1211ET SCAN Suspicion nbound Web Sorver -l
R AnT0 MNOI/2533 334 ™ 0400700 1064 i Tree Positivn with Iminst Q8 davs & Bemer & Lol Q040223 2504 ] ! Bfucoen = ® © Fiesnrd
a
& Daraite B 9 # Obuatis ) B Becemmand wadkfews R T < Beaphe £ Tiretine .
Basic informatior Relaies cases 2 ievtared iy b1 Bisd
AN
Titla ST 000521 1ET SCAN Sampierons mbsount We Server casohd - L2178
o 83/30/23 1308 -
Savealty ] chrervabley =
" & bind by 020 Drdmn
w | s | § @nme midiinin B NIST £00- 133167 SCAR Buapicious inbaund Web Server
oS nd Wik mamimp
L =3 et )
Auignis soated o0 93/30/28 15:40
Wi 3 ehvervables
Date o)y Tatped o0
' Wl e WU LI
Yot § vz o §orees § vsanssy e oAy Wad [1aBC Arverey2
T30 former_category SHUNTING] wpdated
Claksd duba naI 2284
server; Rags:5; thiestol
L Iy U roberencei] e
Additional information L 20 04 | " 0 o bad unbnawr; s 20109
1w, B
Mo SAMENS! MWAVITENSE IIve Basa spacibad NTING, wgedated 3t 3058 _0)_37
>
Tgfor @
¥ Chrardlr Trt Credme Tidmm
B Cane
G MM *0AVE, 4T id
aated it NPT Rt WD T
S51TR wptomg ET SCAN Suspicious inteund Wetr Senver', flow % mmasy
pohademknown; Bl 010337, 1w i metadat crested 4 200 formwr_cabegoey NUNTING, wpdatesd st J018 00 ITJ) watun Mo
cutbomwnn )
senhtioeStstun TruePmstne
»
5 Uipciond oy Tk Gt Qdep

6. Chuc nang tich hgp va tw dong hoa
1. Quan ly thanh phan tich hop

= Cho phép tao mdi, xem lai, cap nhat va xda thanh phan tich hop da dugctao

Add analyzer

Organization

& har B Anadyren Canng G ArdiyTen @ Wriponders Confg C

a

Anabyer e LB s BB [eate Limit Cacke

Versons |4 hethar CTATAN Lo K2 T o rr e [ i et 7 e B ke
-] @

Corten warsbea 1,000
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6.1. Quan ly thanh phan tich hop (tiép)

= Cho phép phat trién thanh phan tich hgp thong qua t6i thiéu 01 ngdn ngir 1ap trinh dang thong dich
(vi du: Python, Javascript...)

Organization:

&b € Aruityeers © Respenden Loty » Respondes
e

Q

Analyzer Max TLP Max PAP Rate Limit Coche

L e i Miwe [ 1nmuanes |

m-..- 2 ‘u‘:.- PUADE Usewse Apche Type: Mo Mo [ 12 Mt |

Verson L8 Aativer: CNT DX Linwent: ADPLYD Type: Prece

Cortex verslam 3161

6.2. HO trg tich hgp nhiéu nén tang khac nhau

= Security Information and Event Management (SIEM) -Quan ly va phan tich su kién an toan thong tin

Settings

=} Roports LM Dashboards ¥ Inte

Mytasks ®  Waiting tasis 38 Alorts ¥ | 2% playhooks

Organization: bkav

& Usens © Analyzers Contig of Analyzers © Responders Config » Rospoaders
Avallable analyzer configurations (110
Q
Options Configuration Anatyzers
[
. v
7
Optioms
2
Edn
Options

Options Contiguration

Optices:
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6.2. HO trg tich hgp nhiéu nén tang khac nhau (tiép)

= Endpoint Security - Ddm bao an toan théng tin cho thiét bi dau cudi (vi du: Endpoint Detection and
Response (EDR) - Phat hién va (mg phé cac mdi de doa an toan théng tin tai thiét bi dau cudi;
Endpoint Protection Platform (EPP)- Nén tang bao vé thiét bi dau cuéi...)

Optians Confiperation Analyrers

= Network Security - DPam bao an toan thong tin mang (vi du: Network-based Intrusion Prevention
System (NIPS) - Phong, chéng xam nhap I6p mang; Web Application Firewall (WAF) - Tuong Itra img
dung web...)

Optiam Configuration Anatyzers
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6.2. HO trg tich hgp nhiéu nén tang khac nhau (tiép)

= Ticketing System -Quan ly cac yéu cau can giai quyét: Hé thong da tich hop hé thong Ticket trong
phan Case va Alert

DAR Mytasks ®  waitingtasks @8  Alerts @ | &% playbooks =) Reports Ll Dashboards ¥ Integrations  Q Search

[l case#89-NIST800-1211ET SCAN Suspicious inbound Web Server

2 ANTQ £003/29/23 3:54 ) 04/02/23 22:04 as True Positive with Impact ©5days & 25cases & lalert K 04/02/2322:04 | @ Reopen #“Merge X Remove | & Responders
& Sharing (0)
& Details £ Tasks © # Observables @ B2 Recommend workflows £ TTPs < Graph o8 Timeline
Basic Information Related cases
Title NIST 800-1211ET SCAN Suspicious inbound Web Server Newest (Case # 103 - ET SCAN Suspicious inbound Web Server)
Created on 03/30/23 11:08
Severity [ ] Shares 2 observables
Tagged as
TLP TLP:GREEN {l (oS Scanip_sr:10.2.65216
pap m Oldest(Case # 140 - ET Malware COA-152 Detected)
Assignee Created on 04/06/23 16:07
Shares 1 observable
Date 03/29/23 3:54 Tagged as
' Ip_dest:10.2.65.216 ip_cnc:185.142.236.35 malware
Tags § ipsci0265216 [ ios [ nisTaoo121 [ ip_dest10265178 [ Scan
See all (25 related cases)
Close date 04/02/23 22:04 RO
Additional information +Add MLayout

No additional information have been specified

Description

T SCAN Suspicious inbound Web Server{timestamp:2023-03-
28T16:41:16.896579+0000,flow_id:2096760498204227,in_iface:bond0,event_type:alert,src_ip:10.2.65.216,src_port:4482,dest_ip:10.2.65.178,dest_port:337,proto: TCP,community_id:1:2fuQgDZabSqPziPHt
{action:allowed,gid:1,signature_id:2010937,rev:3,signature:ET SCAN Suspicious inbound,category:Potentially Bad Traffic,severity:2,metadata:{created_at:(2010_07_30],former_category:[HUNTING],updat
[2018_03_27]},rule:alert tcp SEXTERNAL_NET any ->10.2.65.178 any(msg:\ET SCAN Suspicious inbound Web Server\; flow:to_server; flags:S; threshold: type limit, count 5, seconds 60, track by_src;
reference:url,doc. gingth net/2010937; classtype:bad-unk 5id:2010937; rev:3; metadata:created_at 2010_07_30, former_category HUNTING, updated_at 2018_03_2T;)}

= Identity and Access Management (IAM) -Quan ly dinh danh va truy cap: Hé théng da tich hgp san
trong nén tang chay hé théng SOAR

6.3. HO trg tich hgp nhiéu API

=  BkavPro SOAR da thuc hién thanh cong thiét 1ap cau hinh mot hoac nhiéu API trén cac thanh phan
tich hgp dé (mg dung nhiéu nhat cé thé cac chirc nang, tinh nang ma nén tang tich hop cung cap

Edit analyzer BkavWai_1_0

Base details

Configuration

AP Rlock 1P &

Options

Enable TLP chack

Enable PAP check

WTTP Prany

NTTPS Proay

CACorts
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6.4. HO trog tich hgp API theo hai chiéu

= BkavPro SOAR da thuc hién thanh c6ng truy van dir liéu tir nén tang tich hgp dé lam giau théng tin
cho cac dir lieu duge xur ly va luu trir trénSOAR

1 Nytsic @ Worng tasks B ey FiPaytoois ) Reports 1 Dushoaorts 98 ntegrations - Q Search

& LePE L b Job eepbit

PAP

States

Repart summary

==

= BkavPro SOAR da thuec thi Iénh tac dong dén nén tang tich hgp dé thuc hién viéc img pho su kién, cé
an toan thong tin

A Mytsks &  Warngtasks S Alorts ® | fhipiybooks = Reports 4 Dashboards  #k Indogrations Q) Saarch

W Editors & Tedos Foblows

- i P ml

(Thuc thi két ndi dén san pham Bkav WAF va truyén ndi dung théng tin)
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Dashboard

ssTem

@ Blacklist

10

(Két noi va truyén tu déng dir liéu tir BkavPro SOAR truyén sang BWAF)

6.5. Quan ly kich ban

= Cho phép tao mdi, xem lai, cap nhat va xoa kich ban da dugctao

AR Nytwks ®  Weing tosks 39 Mloets | i Plaptocks = Reports i Dsshbosrh 98 ietegrations. Q) Search

Active
»
»
»
»
»
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= Cho phép xay dung kich ban vdi t6i thiéu cac thanh phan sau: khéi thuc thi, dutng di gilra cac khai,
diéu kién ré nhanh

P

= BkavPro da thuc hién thanh cong viéc xay dung kich ban théng qua t6i thiéu cac thao tac sau dé
tuong tac vdi loai thanh phan trén: tao mdi, xem lai, cap nhat, xoéa

. [+
=

’ o ' .
» o
. ‘@
b
N
. \ 104 10 V7 @
o
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= Cho phép xuat mét kich ban ra tép tin va tai vé tép tin daxuat

My tasks 8 Waiog ks B e

W Editers = Tates Follims
Deme BDA 1 sgr Mabeww A Vuth Dea 03 U JDeea] Ka bk nr Oy e |
>
| ©
[
» 8 |
[ “
§ @
[ :
L 4 =
= ' 10 104 s 1@+
L]
& tOe \ '\ O ¢ \ \ ' t e \ 1O 1O \ -=:
‘3.
1w
[
VO 10 'V O =]
= : Vs 18 .
Vo A
Qa a o O tascuto Worsfiw

= ittes B Tode Follows
>
d o @
= o
. 8 a ' .
§ Oupscate .
B Oelet 1@
) a, e
‘ ! =27 1= 17t 1@y
o twg Pl :
EESdivaRsT i Y ' 104 10¢ 40¢ 40¢ 40+ VO 1O 10 \ E 4
Vi e
P
. 1)
.
-
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= Cho phép dua mot kich ban da dugc xay dung trude dé vao mot kichban

I © 9 P A S B A 1O

6.6. HO trg thuc hién kich ban tu dong

= Cho phép cau hinh kich ban dua theo cac diéu kién, quy tac tim kiém canh bao, tinh huéng dé thuc
hién tat ca cac budc trong kich ban ma khong can con ngudi tuong tac

W toon B Tode Fouws

|

9|
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= Cho phép thiét 1ap thoi han thuc hién kich ban

= Cho phép xac dinh thai gian thuc hién kich ban cé bi qua han hay khong

= Cho phép xem lai lich str thuc hién cua timg budc trong kich ban, trong dé bao gém téi thiéu cac
truong thong tin sau: tap dir liéu dau vao, tap dir liéu dau ra, thoi diém bat dau thuc hién, thoi diém
két thuc thuc hién, trang thai thuc hién (thanh cong hoac thatbai)

AR Mytasks B warkg ks B Aot B Fiunbocks ) Rapoite

o

W Started AL/ 1D Namy Status Mode Runeing Yime Overdue Tiene

Demo BDA 1

Dweno RDA 1

O 0 0 O

OemoBDA Y
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vvvvvvv

6.7. HO trg thuc hién kich ban ban tu dong

= Cho phép thuc hién kich ban dua vao dir liéu ngudi dung dua vao, thdng qua mét hodc mot s cac
thao tac sau: nhap gia tri (sd hoac chudi ky tu), chon moét hoac mét sé trong cac gia tri c6 san, tai lén
tép tin, thiét lap thoi diém bat dau tu dong thuc hién, thiét |ap thai han thuchién

@

= Cho phép thiét 1ap thoi han thuc hién kich ban

@ Esron = Todon Foilomy
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= Cho phép xac dinh thai gian thuc hién kich ban va timg buéc trong kich ban c6 bi qua han hay khong

Q

= et B Todos B Foows

Settings for Demo BDA 1 (#14)

o Workfow Demo SOA

Timesone Default - (GAT-07:00) Mortan Tene
Saue Dt Drvor Capcutio Owlant - Sove

S Diata Suitreed Execittion Defaudt - Save

Swe Manul Ewpounent

Save Cpecutinn Fragress

Tietout ‘orkhow

542 Ovetis Tipne

Qwerciun Tame After

(Cau hinh thoi gian xac dinh qua han)

W et B Toder ' Foliows

Workflow Executions 4/4

Filtess: N WorkBons Aty Status B Ay refresh

020429 195008
R 30,00 sec

020423 153315
@

020433153106

2700 sec
s

030433 1930:18
wa

e S

(Thoi gian qua han -Overdue time)
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= Cho phép xem lai lich str thuc hién cua timg budc trong kich ban, trong dé bao gém tdi thiéu cac
trudng thoéng tin sau: tap dir liéu dau vao, tap dir liéu dau ra, thoi diém bat dau thuc hién, thoi diém
két thuc thuc hién, trang thai thuc hién (thanh cong hoac that bai), tai khoan nguoi dung cé tuong tac

Mode Running Time Overdus Time

o
sy o ~
o
o

= Cho phép str dung két qua thuc hién cta budce trude dé lam dir liéu dau vao cho budec tiép theo trong
kich ban

W fdivary = Todwm T Fallows

. > | Edit Expression e =
.
| ;
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= Cho phép gan mot hoac nhiéu nguoi tuong tac cho nhimmg budc trong kich ban can con ngudi tuong
tac

7. Chuc nang khac

= H0 tro tich hop cac giai phap bao mat: Tich hop cac cong cu bao mat khac nhau dé dang tim kiém
thong tin, danh gia mirc do va tuong quan cac su kién c6 lién quan dén su ¢ can diéu tra

BkavPro SOAR d3 thanh c6ng tich hgp véi cac gidi phap bao mat noi bo clia Bkav phat trién bao  gom:
BTI (BkavPro Threat Intelligence), BkavPro EDR (BkavPro Endpoint Detection and Response), BkavPro
WAF (BkavPro Web Application Firewall), BIF (BkavPro Firewall), BkavPro NIPS (BkavPro Network
Intrusion and Protection System), BkavPro SIEM (BkavPro Security Informations and Events
Management). Ngoai ra, con tich hgp dén cac cong cu da dugc tich hgp san nhu: Sandbox,
VirusTotal, AbuselDp, OpenCTlI, MISP...
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7. Churc nang khac (tiép)
Quy trinh xtr ly tur dong:

© rvaute werthioe

= Cung cap cac kich ban xtrly s cd va cac thong tin lién quan can thiét dé img pho cac cudc tan cong
phtrc tap. Playbook sé tu ddng dua ra cac kich ban khi kiém tra thay cac théng tin c6 trong canh bao
hay su kién vé cudc tan céng dién ra khép véi cac diéu kién ctia dang tan cong do

BkavPro SOAR cung cap céac kich ban Playbook va thong tin lién quan can thiét dé img pho su co
théng qua viéc d6i ximg dir liéu thong qua cac thé tag, thong tin duoc cap nhat. Cac kich ban sé dugc
tuw dong goi y theo cac trutng dir liéu cho trude va nguoi dung cé thé thém cac kich ban Playbook dé
x(r li tiy thudc theo nhu cau ctia cong viéc

n CISA.gov - AA21-062A Mitigate Microsoft Exchange Server Vulnerabilities
@N1D: ~122908240 {2 Date: 03/26/2321:04 @ Type: abc (M Reference: 6 @ Source: misp server @ SLA: 9 days

Additional fields Miayout

No additienal information has been specified

& similarcases © = o @

CYBER SECURITY
SOLUTIONS AND SERVICES

# Observables O
List of recommend workflows by tags + Add Parybooks
Name Group Tags Active Create/Update Action

[Actions] Phin tich Hash

Demo BDA1

[Sub-Playbook] Kiém tra Hash Malware

[Demo) Run Actions

[Demo] Kich bin ty ddng

[Demo] Kich bin ty déng

ot [ check [ Monust
0 v e o o fos

| R

false

false

false

€.03/28/2319:27
U.03/28/2322:33

C.03/29/231:14
U.04/06/23 3:07

€.03/28/23 12:27
U.03/28/23 20:07

Bkav:.
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7. Chire nang khac (tiép)

= Xuat bao cao: Ho trg cac mau bao cao chung hodac cé thé tuy chinh bao cao phi hgp véi yéu cau cla
t6 chirc

Temgiate History L0y

Q
List reports template (3) A m o v parpage

Name =f template Type Create by Schedule Durtws C.LL. oy . s 18, g

Report Dame COT Pectormancs C vt

T TeutOrghdmin

+ Achdue by T Orgidremy © 1nmisaens

4 hash: 105,142 23038

U, 06/04/32 217
Thilng i i 5w v chnh Sda/ tnding bep

yertio BOY B o v . owatd oty 8 2 ] e
V. twsalid date
Bdo Cle Kt Thik 5

7 i TRa1chETecIcdab a1 RIS 24IME1ITIO

Kaiben tra trang this Cane €I 0ET ’ ]
s ' Y TestOrphdmin

30/0023 057
Tost II =

- © Jomemtes
# e 10.2.65210

FT— O mwrtes

YObare com

proup: detmst
tatus. Wanting
fag it
S88gIRe emaEika com
onder- 0
watralata )}

=

R s
= Task
description File ma e A2 Aisc thém vdo A b trd

H

POy —— (o —
B Tk

createdlly sest250hav cum

B feee

Report Demo COT

S G RN A R o il : Edit Schedule CustomKey [» | == |

q

BAO CAO KET 0 sy CO —

SicmwOpentsunt]

THONG 1IN VE 1O CHUC CA NHAN BAD CAO

HCavehrrotesX omt
+ Tinsb chvisc ci s BlanPre

« Diachi Tisg ). tha chi HEI, duong Ducug Dirh Nyt phistmg Vién Hoa, qule Clu Galy, desh phd Ha N4y
« Entn bowi ("

+ Emal (%

Habrthewtoumt

HawntdtseFoutvelcont;
Ngiyblocse 3 03

THONG TIN CHI TIET VE HE THONG BI 5U CO

St TrurPossveCoont]

]
Tim dom vy v Rk ot shiimg ({00l sy w1 37 vy Aol ol e Pl vl A i siding shiing sy PT———
(g 1 (*)

UahertStmuPendngCount)
[Ce gune e quae

= [rewy SicmeComt

Thing b o ecag sact bas aemg = SipieChartTopiTagailert

bt g AdorConsg |3 e

Ting 13 ) g vorimg oy T HoarCrantTopseTapCame:
Yo £ 3

CAC TAILIET BINH KEM GHI CHU % SipheChartiopLOtCounts
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7. Chire nang khac (tiép)
= Incident Management: Tao ra cac ticket, gan cho ngui van hanh xtrly. Theo dai tién do xdrly clia
ticket.
B Details = Tasks @ 7 Observables ) ke Recommend workflows £ TTPs “% Graph S Timeline
= Tiépnhinvikiémtracian ®

Basic Information Related cases

. . - S~ Newest (Case # 3 - Su c8:ET INFO Session Traversal
Title ET INFO Session Traversal Utilities for NAT (STUN Binding Request On Utilities for NAT (STUN Binding Request On Non-

Standard High Port))

Non-Standard High Port)
Created on 10/06/23 15:54
Severity [ ] Shares 2 observables
Tagged as
TLP l beats_input_codec_plain_applied l ip
l malware
PAP PAP:AMBER
. Oldest (Case # 2 - Suf ¢&:ET INFO Session Traversal
Assignee User1 Utilities for NAT (STUN Binding Request))
Date 11/14/23 14:48 Created on 10/06/23 15:18
Shares 1 observable
Tags l beats_input_codec_plain_applied Tagged as
l beats_input_codec_plain_applied l ip
See all (2 related cases)
Case #4 - ET INFO Session Traversal Utilities for NAT (STUN Binding Request On Non-Standard High Port) Z'Openin new window = Hide
L User2 BR11/14/2314:48 @afewseconds & 2cases & lalert X afewseconds 4 Sharing(0) | @ Close M Flag #Merge X Remove | £ Responders Enter search text Q
— £ Updated by User2 © afew seconds
& Details = Tasks @) # Observables ) ko Recommend workflows £ TTPs < Graph o8 Timeline = case_task
_ status: InProgress
£ Tiépnhinvakigmtracin © 8 #4 - ET INFO Session Traversal Utilities for NAT (STUN B

inding Request On Non-Standard High Port) = Tiép nhan

No tasks selected ~ =+ AddTask | T Quick Filters ~ E=showGroups | QFilters 15 v perpage va kiém tra canh bio

2 Updated by User2 ® afew seconds

List of tasks (1of1) = case_task
owner: User 1
[m} Group Task Date Assignee Actions
' P4 - ET INFO Session Traversal Utilities for NAT (STUN B

inding Request On Non-Standard High Port) = Tiép nhin

P Tiép nhan va kiém tra canh bie
4 X h - : User L o e & s —

O Z 4 Xcmin Started o few seconds ago 11/14/2314:49 ser & kidm tra cinh bdo
Case # 4 - ET INFO Session Traversal Utilities for NAT (STUN Binding Request On Non-Standard High Port) [ Openin newwindow = Hide
8 User2 f311/14/23 14:48 afewseconds $2cases $1lalert Jafewseconds 3 Sharing(0) | @Close M Flag A Merge X Remove | #¥Responders Enter search text Q

2 Updated by User 2 @ afew seconds
& Details = Tasks (1] A Observables 2] B Recommend workflows £ TTPs < Graph o8 Timeline = case_task
description: Bd gdn nhiém vu cho User 1. Chd
= Tiépnhanvakiémtracan @ User 1xifIf.

i 14 - ET INFO Session Traversal Utilities for NAT (STUN B
inding Request On Non-Standard High Port) = Tiép nhan

Basic Information 4 Sharing (0) | 4 Require Action ™ Flag @ Close | #*Responders & kigm tra canh béo
~ .

Title Tiép nhan v kiém tra canh béo Start date 11/14/23 14:49 = Updatedbyser ®ominute
= case_task

Group Xac minh Duration Started 2 minutes ago status: InProgress

. stat P B 4 - ET INFO Session Traversal Utilities for NAT (STUN B

Assignee Userl us nrrogress inding Request On Non-Standard High Port) = Tigp nhan
vé kiém tra canh bao

Description 2 Updated by User 2 © aminute

PP . as = case_task
Da gan nhiém vu cho User L. Chd User 1 x(f ly. =
owner: User 1
@ 4 - ET INFO Session Traversal Utilities for NAT (STUN B
Task logs -
inding Request On Non-Standard High Port) = Tiép nhan

4 Add newtasklog | Sort by: Newest first~ 10 v perpage

va kiém tra canh bio

Giay phép strdung

Ban quyeén str dung vinh vién, th&i gian hd trg: Toi thiéu
02 nam

Hiéu nang xtr ly: Toi thieu 50 GB/ngay
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